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Introduction and Background

Phishing attacks in the workplace 

are on a rise and have cost 

companies millions of dollars 

yearly. This not only causes 

monetary loss but also important 

data loss. 

To combat this, my project will 

help educate and train employees on 

what phishing is, how to 

differentiate between a real email 

and a malicious one, and how to 

mitigate a phishing attack if one 

accidentally interacts with the 

email using virtual machines to 

simulate a phishing attack and a 

training module for employees.
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Budget 

Item Description Cost

Virtualization Software VMWare vSphere Essentials Kit (1 

year License)

$500

VirtualBox (Open Source) $0

Parallels Desktop for Mac $59.99

Virtual Machines (VMs) Kali Linux $0

Phishing Simulation Software Phished.io, SEToolkit in Kali Linux $0

Training Materials Youtube $0

Administration Costs Eset $1625

Miscellaneous Additional Software Licenses $500

Total $2,684.99



Project Schedule

Activity Description Due Date Comments

Week 1-2 Project Kickoff Objectives are defined, 

met with professors about 

project.

1/12/2024 Initial project meeting was 

held, talked with professors to 

get ideas on how to execute 

project.

Week 3-4 Research on 

Virtual Machines

Research and requirement 

analysis

1/26/2024 Researched which virtual machine 

would be best to use for 

project.

Week 5-6 Scenario 

Development

Created a realistic 

phishing scenario for a 

company/organization

2/8/2024 Spoke to professors about 

project and did research on the 

best scenario.

Week 7-8 Virtual Machine 

Setup

Purchase and setup virtual 

machine for use

2/22/2024 Purchased Parallels and 

installed necessary software.

Week 9-10 Performed 

Phishing 

Simulation

Performed phishing 

simulation in Kali Linux

3/7/2024 Ran into a problem with Gmail 

security accepting third party 

account. Problem was fixed after 

thorough research

Week 11-12

Week 13-14 Final Testing 

and 

Documentation

Performed final testing in 

Kali Linux

3/28/2024 Testing went smoothly with no 

errors. Training practices were 

prepared

Week 15-16 Training Module 

Created

Created several practices 

and policies to be 

implemented.

4/8/2024 Designed and refined training 

practices for company.
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